Privacy Policy

Good Shepherd Lutheran Home of Sauk Rapids, Minnesota
1115 4th Ave N

Sauk Rapids MN 56379

Your Information. Your Rights. Our Responsibilities.
e This notice describes how medical information about you may be used and disclosed and how
you can get access to this information. Please review it carefully.

Your Choices
¢ You have some choices in the way that we use and share information as we:
Tell family and friends about your condition
Provide disaster relief
Include you in a facility directory unless you inform us that you object
Provide mental health care
Market our services and sell your information
Raise funds
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For certain health information, you can tell us your choices about what we share.
¢ Ifyou have a clear preference for how we share your information in the situations described
below, talk to us. Tell us what you want us to do, and we will follow your instructions.
¢ Inthese cases, you have both the right and choice to tell us to:
o Share information with your family, close friends, or others involved in your care
o Share information in a disaster relief situation
o Include your information in a facility directory unless you tell us that you object
e [Ifyou are not able to tell us your preference, for example if you are unconscious, we may go ahead
and share your information if we believe it is in your best interest. We may also share your
information when needed to lessen a serious and imminent threat to health or safety.
e Inthese cases, we never share your information unless you give us written permission:
o Marketing purposes
o Sale of yourinformation
o Most sharing of psychotherapy notes

In the case of fundraising:
¢ We may contact you for fundraising efforts, but you can tell us not to contact you again.
e Foradditional information regarding Marketing Privacy Policy, please see below.

Our Uses and Disclosures
¢ We may use and share your information as we:
1. Treatyou
2. Run our organization
3. Billforyour services
4. Help with public health and safety issues
5. Doresearch
6. Comply with the law
7. Respond to organ and tissue donation requests
8. Work with a medical examiner or funeral director
9. Address workers’ compensation, law enforcement, and other government requests
10. Respond to lawsuits and legal actions



How do we typically use or share your health information? We typically use or share your health
information in the following ways.

1.

o

10.

Treat you: We can use your health information and share it with other professionals who
are treating you. Example: A doctor treating you for an injury asks another doctor about
your overall health condition.
Run or organization: We can use and share your health information to run our practice,
improve your care, and contact you when necessary. Example: We use health information
about you to manage your treatment and services.
Bill for your services: We can use and share your health information to bill and get
payment from health plans or other entities. Example: We give information about you to
your health insurance plan so it will pay for your services.
Help with public health and safety issues: We can share health information about you for
certain situations such as:

= Preventing disease

= Helping with product recalls

= Reporting adverse reactions to medications

= Reporting suspected abuse, neglect, or domestic violence

» Preventing or reducing a serious threat to anyone’s health or safety
Do research: We can use or share your information for health research.
Comply with the law: We will share information about you if state or federal laws require it,
including with the Department of Health and Human Services if it wants to see that we’re
complying with federal privacy law.
Respond to organ and tissue donation requests: We can share health information about
you with organ procurement organizations.
Work with a medical examiner or funeral director: We can share health information with a
coroner, medical examiner, or funeral director when an individual dies.
Address workers’ compensation, law enforcement, and other government requests: We
can use or share health information about you:

= Forworkers’ compensation claims

= Forlaw enforcement purposes or with a law enforcement official

» With health oversight agencies for activities authorized by law

= For special government functions such as military, national security, and

presidential protective services

Respond to lawsuits and legal actions: We can share health information about you in
response to a court or administrative order, orin response to a subpoena.

How else can we use or share your health information?

e We are allowed or required to share your information in other ways — usually in ways that
contribute to the public good, such as public health and research. We have to meet many
conditions in the law before we can share your information for these purposes. For more
information see: www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/index.html

Your Rights

¢ You have the right to:

oghwh =

Get a copy of your paper or electronic medical record
Correct your paper or electronic medical record

Request confidential communication

Ask us to limit the information we share

Get a list of those with whom we’ve shared your information
Get a copy of this privacy notice



7. Choose someone to act for you
8. File a complaint if you believe your privacy rights have been violated

When it comes to your health information, you have certain rights. This section explains your
rights and some of our responsibilities to help you.
Get an electronic or paper copy of your medical record

1.

>

You can ask to see or get an electronic or paper copy of your medical record and
other health information we have about you. Ask us how to do this.

We will provide a copy or a summary of your health information, usually within 30
days of your request. We may charge a reasonable, cost-based fee.

Ask us to correct your medical record

You can ask us to correct health information about you that you think is incorrect or
incomplete. Ask us how to do this.
We may say “no” to your request, but we’ll tell you why in writing within 60 days.

Request confidential communication

You can ask us to contact you in a specific way (for example, home or office phone)
or to send mail to a different address.
We will say “yes” to all reasonable requests.

Ask us to limit what we use or share

You can ask us not to use or share certain health information for treatment,
payment, or our operations. We are not required to agree to your request, and we
may say “no” if it would affect your care.

If you pay for a service or health care item out-of-pocket in full, you can ask us not
to share that information for the purpose of payment or our operations with your
health insurer. We will say “yes” unless a law requires us to share that information.

Get a list of those with whom we’ve shared information

You can ask for a list (accounting) of the times we’ve shared your health
information for six years prior to the date you ask, who we shared it with, and why.
We willinclude all the disclosures except for those about treatment, payment, and
health care operations, and certain other disclosures (such as any you asked us to
make). We’ll provide one accounting a year for free but will charge a reasonable,
cost-based fee if you ask for another one within 12 months.

. Geta copy of this privacy notice

You can ask for a paper copy of this notice at any time, even if you have agreed to
receive the notice electronically. We will provide you with a paper copy promptly.

. Choose someone to act for you

If you have given someone medical power of attorney or if someone is your legal
guardian, that person can exercise your rights and make choices about your health
information.

We will make sure the person has this authority and can act for you before we take
any action.

File a complaint if you feel your rights are violated

o

You can complain if you feel we have violated your rights by contacting us at

HIPPA Privacy Officer — 320.258-9361
HIPPA Security Officer — 320.259.3471
HIPAA Complaint Dept-320.258.0611

Good Shepherd Lutheran Home of Sauk Rapids, MN
1115 4" Avenue North
Sauk Rapids, MN 56379



o You can file a complaint with the U.S. Department of Health and Human Services Office
for Civil Rights by sending a letter to 200 Independence Avenue, S.W., Washington, D.C.
20201, calling 1-877-696-6775, or visiting www.hhs.gov/ocr/privacy/hipaa/complaints/.

o We will not retaliate against you for filing a complaint.

Our Responsibilities

o We are required by law to maintain the privacy and security of your protected health
information.

o We will let you know promptly if a breach occurs that may have compromised the privacy
or security of your information.

o We must follow the duties and privacy practices described in this notice and give you a
copy ofit.

o We will not use or share your information other than as described here unless you tell us
we can in writing. If you tell us we can, you may change your mind at any time. Let us know
in writing if you change your mind.

For more information see: www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/noticepp.html.

Changes to the Terms of this Notice

We can change the terms of this notice, and the changes will apply to all information we have
about you. The new notice will be available upon request, in our office, and on our web site.
This notice applies to Good Shepherd Lutheran Home Sauk Rapids, Minnesota and its covered
entities.

Marketing Privacy Policy

We appreciate you visiting us and joining our community at The Good Shepherd Community
(“Company", "we", "us", "our"). Please read the entire policy. We will try to explain what personal
information we collect and how and why we use it as clearly as possible. If you have any
questions or concerns about what this policy means or what your rights are in relation to it,
please contact us at https://goodshepherdcampus.org/contact-us/.

When you visit our website goodshepherdcampus.org (the "Website"), and more generally, use
any of our services (the "Services", which include the Website), we know that you are trusting us
with your personal information. Respecting your privacy rights is very important to us.

This privacy notice applies to all information collected through our Services (which, as described

above, includes our Website), as well as, any related services, sales, marketing or events.

Please read this privacy notice carefully as it will help you understand what we do with the information
that we collect.
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1. What information do we collect?

e We collect personal information that you provide to us.

e We collect personal information that you voluntarily provide to us when you express an interest in
obtaining information about us or our products and Services, when you participate in activities on
the Website, or otherwise when you contact us by phone, email, through our contact form.

e The personalinformation that we collect depends on the context of your interactions with us and
the Website, the choices you make, and the products and features you use. The personal
information we collect may include the following:

(@]

o

Personal Information Provided by You
= We collect names; email addresses; contact or authentication data; contact
preferences; debit/credit card numbers; billing addresses; mailing addresses; job
titles; usernames; passwords; phone numbers, and other similar information.
Payment Data
= We may collect data necessary to process your payment if you make purchases,
such as your payment instrument number (such as a credit card number), and the
security code associated with your payment instrument. All payment data is stored
by the payment instrument such as, Square, Stripe, Inc., Click&Pledge, etc. You
may find their privacy notice link(s) here:
https://stripe.com/privacy, https://squareup.com/us/en/legal/general/privacy, and
https://clickandpledge.com/privacy/#:~:text=Click%20%26%20Pledge%20does%2
Onot%20use,not%20related%20to%20cardholder%20data.

e All personalinformation that you provide to us must be true, complete, and accurate, and you
must notify us of any changes to such personal information.
e Information automatically collected:

o

o

Some information — such as your Internet Protocol (IP) address and/or browser and
device characteristics — is collected automatically when you visit our Website.

We automatically collect certain information when you visit, use, or navigate the website.
This information does not reveal your specific identity (like your name or contact
information) but may include device and usage information, such as your IP address,
browser and device characteristics, operating system, language preferences, referring
URLs, device name, country, location, information about how and when you use our
Website and other technical information. This information is primarily needed to maintain
the security and operation of our Website, and for our internal analytics and reporting
purposes.

e Like many businesses, we also collect information through cookies and similar technologies. The
information we collect includes:

©)

Log and Usage Data. Log and usage data is service-related, diagnostic, usage and
performance information our servers automatically collect when you access or use our
Website and which we record in log files. Depending on how you interact with us, this log
data may include your IP address, device information, browser type and settings and
information about your activity in the Website (such as the date/time stamps associated
with your usage, pages and files viewed, searches and other actions you take such as
which features you use), device event information (such as system activity, error reports
(sometimes called 'crash dumps') and hardware settings).

Device Data. We collect device data such as information about your computer, phone,
tablet or other device you use to access the Website. Depending on the device used, this
device data may include information such as your IP address (or proxy server), device and


https://stripe.com/privacy
https://squareup.com/us/en/legal/general/privacy
https://clickandpledge.com/privacy/#:~:text=Click%20%26%20Pledge%20does%20not%20use,not%20related%20to%20cardholder%20data.
https://clickandpledge.com/privacy/#:~:text=Click%20%26%20Pledge%20does%20not%20use,not%20related%20to%20cardholder%20data.

application identification numbers, location, browser type, hardware model Internet
service provider and/or mobile carrier, operating system and system configuration
information.

Location Data. We collect location data such as information about your device's location,
which can be either precise or imprecise. How much information we collect depends on
the type and settings of the device you use to access the website. For example, we may
use GPS and other technologies to collect geolocation data that tells us your current
location (based on your IP address). You can opt out of allowing us to collect this
information either by refusing access to the information or by disabling your Location
setting on your device. Note however, if you choose to opt out, you may not be able to use
certain aspects of the Services.

Information collected from other sources

©)
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We may collect limited data from public databases, marketing partners, and other outside
sources.

To enhance our ability to provide relevant marketing, offers, and services to you and
update our records, we may obtain information about you from other sources, such as
public databases, joint marketing partners, affiliate programs, data providers, as well as
from other third parties. This information includes mailing addresses, job titles, email
addresses, phone numbers, intent data (or user behavior data), Internet Protocol (IP)
addresses, social media profiles, social media URLs and custom profiles, for purposes of
targeted advertising and event promotion.

2. How do we use your information?

We process your information for purposes based on legitimate business interests, the fulfillment
of our contract with you, compliance with our legal obligations, and/or your consent.

We use personal information collected via our Website for a variety of business purposes
described below. We process your personal information for these purposes in reliance on our
legitimate business interests, to enter into or perform a contract with you, with your consent,
and/or for compliance with our legal obligations. We indicate the specific processing grounds we
rely on next to each purpose listed below.

We use the information we collect or receive:

o

To facilitate account creation and logon process. If you choose to link your account with
us to a third-party account (such as your Google or Facebook account), we use the
information you allowed us to collect from those third parties to facilitate account
creation and logon process for the performance of the contract.

To post testimonials. We post testimonials on our Website that may contain personal
information. Prior to posting a testimonial, we will obtain your consent to use your name
and the content of the testimonial. If you wish to update, or delete your testimonial,
please contact us at https://goodshepherdcampus.org/contact-us/ and be sure to include
your name, testimonial location, and contact information.

Request feedback. We may use your information to request feedback and to contact you
about your use of our Website.

To enable user-to-user communications. We may use your information to enable user-to-
user communications with each user's consent.

To manage user accounts. We may use your information for the purposes of managing our
account and keeping it in working order.

To send administrative information to you. We may use your personal information to send
you product, service, and new feature information and/or information about changes to
our terms, conditions, and policies.
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o To protect our Services. We may use your information as part of our efforts to keep our
Website safe and secure (for example, for fraud monitoring and prevention).

o To enforce our terms, conditions, and policies for business purposes, to comply with legal
and regulatory requirements, or in connection with our contract.

o Torespond to legal requests and prevent harm. If we receive a subpoena or other legal
request, we may need to inspect the data we hold to determine how to respond

o Fulfilland manage your orders. We may use your information to fulfill and manage your
orders, payments, returns, and exchanges made through the Website.

o Administer prize draws and competitions. We may use your information to administer
prize draws and competitions when you elect to participate in our competitions.

o To deliver and facilitate delivery of services to the user. We may use your information to
provide you with the requested service.

o Torespond to userinquiries/offer support to users. We may use your information to
respond to your inquiries and solve any potential issues you might have with the use of our
Services.

o Tosendyou marketing and promotional communications. We and/or our third-party
marketing partners may use the personal information you send to us for our marketing
purposes, if this is in accordance with your marketing preferences. For example, when
expressing an interest in obtaining information about us or our Website, subscribing to
marketing, or otherwise contacting us, we will collect personal information from you. You
can opt-out of our marketing emails at any time (see the "What are your privacy rights?"
below).

o Deliver targeted advertising to you. We may use your information to develop and display
personalized content and advertising and work with third parties who do so) tailored to
your interests and/or location and to measure its effectiveness.

e Forother business purposes. We may use your information for other business purposes, such as
data analysis, identifying usage trends, determining the effectiveness of our promotional
campaigns and to evaluate and improve our Website, products, marketing and your experience.
We may use and store this information in aggregated and anonymized form so that itis not
associated with individual end users and does not include personal information. We will not use
identifiable personal information without your consent.

3. Will your information be shared with anyone?

We only share information with your consent to comply with laws, to provide you with services, to
protect your rights, or to fulfill business obligations. We may process or share your data that we hold
based on the following legal basis:

e Consent: We may process your data if you have given us specific consent to use your personal
information for a specific purpose.

e Legitimate Interests: We may process your data when it is reasonably necessary to achieve our
legitimate business interests.

e Performance of a Contract: Where we have entered a contract with you, we may process your
personalinformation to fulfill the terms of our contract.

e Legal Obligations: We may disclose your information where we are legally required to do so to
comply with applicable law, governmental requests, a judicial proceeding, court order, or legal
process, such as in response to a court order or a subpoena (including in response to public
authorities to meet national security or law enforcement requirements).

e Vital Interests: We may disclose your information where we believe it is necessary to investigate,
prevent, or take action regarding potential violations of our policies, suspected fraud, situations
involving potential threats to the safety of any person and illegal activities, or as evidence in
litigation in which we are involved.



More specifically, we may need to process your data or share your personal information in the following
situations:

Business Transfers. We may share or transfer your information in connection with, or during
negotiations of, any merger, sale of company assets, financing, or acquisition of all or a portion of
our business to another company.

Vendors, Consultants and Other Third-Party Service Providers. We may share your data with
third-party vendors, service providers, contractors or agents who perform services for us or on
our behalf and require access to such information to do that work. Examples include payment
processing, data analysis, email delivery, hosting services, customer service and marketing
efforts. We may allow selected third parties to use tracking technology on the Website, which will
enable them to collect data on our behalf about how you interact with our Website over time. This
information may be used to, among other things, analyze and track data, determine the
popularity of certain content, pages, or features, and better understand online activity. Unless
described in this notice, we do not share, sell, rent, or trade any of your information with third
parties for their promotional purposes. We have contracts in place with our data processors,
which are designed to help safeguard your personal information. This means that they cannot do
anything with your personal information unless we have instructed them to do it. They will also
not share your personal information with any organization apart from us. They also commit to
protect the data they hold on our behalf and to retain it for the period we instruct.

Affiliates. We may share your information with our affiliates, in which case we will require those
affiliates to honor this privacy notice. Affiliates include our parent company and any subsidiaries,
joint venture partners or other companies that we control or that are under common control with
us.

Business Partners. We may share your information with our business partners to offer you certain
products, services, or promotions.

4. Who will your information be shared with?

We only share and disclose your information with the following third parties. We have categorized each
party so that you may easily understand the purpose of our data collection and processing practices. If
we have processed your data based on your consent and you wish to revoke your consent, please
contact us using the contact details provided in the section below titled "How can you contact us about
this notice?".

Advertising, Direct Marketing, and Lead Generation Google AdSense, Facebook Audience
Network, Bing Ads and SEMrush

Cloud Computing Services Google Cloud Platform

Content Optimization YouTube video embed and Google Maps embed

Data Backup and Security Google Drive Backup

Functionality and Infrastructure Optimization SiteGround Hosting

Invoice and Billing Stripe, Square, etc.

Retargeting Platforms Google Ads Remarketing and Google Analytics Remarketing

Social Media Sharing and Advertising Facebook advertising, Facebook social plugins, Linkedin
advertising, Linkedin social plugins, Instagram advertising

Web and Mobile Analytics Google Analytics, Google Ads, Facebook Ads conversion tracking,
Facebook Analytics and Google Tag Manager

Website Hosting WordPress.com

Website Testing Google Website Optimizer

Email Marketing Constant Contact



5. Do we use cookies and other tracking technologies?

We may use cookies and similar tracking technologies (like web beacons and pixels) to access, collect,
or store information. Specific information about how we use such technologies and how you can refuse
certain cookies is set out in our Cookie Notice.

6. Do we use Google Maps Platform APIs?

Yes, we use Google Maps Platform APIs for the purpose of providing better service. This Website uses
Google Maps Platform APls which are subject to Google's Terms of Service. You may find the Google
Maps Platform Terms of Service here https://cloud.google.com/maps-platform/terms To find out more
about Google's Privacy Policy, please refer to this link.

7. lsyour information transferred internationally?

We may transfer, store, and process your information in countries other than your own. Our servers are
located in the United States. If you are accessing our Website from outside the United States, please be
aware that your information may be transferred to, stored, and processed by us in our facilities and by
those third parties with whom we may share your personal information (see "Will your information be
shared with anyone?" above), in United States, and other countries.

If you are a resident in the European Economic Area, then these countries may not necessarily have data
protection laws or other similar laws as comprehensive as those in your country. We will however take
all necessary measures to protect your personal information in accordance with this privacy notice and
applicable law.

European Commission's Standard Contractual Clauses:

We have implemented measures to protect your personal information, including by using the European
Commission's Standard Contractual Clauses for transfers of personal information between our group
companies and between us and our third-party providers. These clauses require all recipients to protect
all personal information that they process originating from the EEA in accordance with European data
protection laws and regulations. Our Standard Contractual Clauses can be provided upon request. We
have implemented similar appropriate safeguards with our third-party service providers and partners
and further details can be provided upon request.

8. How long do we keep your information?

e We keep your information for as long as necessary to fulfill the purposes outlined in this privacy
notice, unless otherwise required by law.

e We will only keep your personal information for as long as it is necessary for the purposes set out
in this privacy notice, unless a longer retention period is required or permitted by law (such as
tax, accounting, or other legal requirements). We follow Good Shepherd HIPAA privacy and
security policies for records retention.

e When we have no ongoing legitimate business need to process your personal information, we will
either delete or anonymize such information, or, if this is not possible (for example, because your
personalinformation has been stored in backup archives), then we will securely store your
personal information and isolate it from any further processing until deletion is possible.

9. How do we keep your information safe?

e We aim to protect your personal information through a system of organizational and technical
security measures.

e We have implemented appropriate technical and organizational security measures designed to
protect the security of any personal information we process. However, despite our safeguards
and efforts to secure your information, no electronic transmission over the Internet or
information storage technology can be guaranteed to be 100% secure, so we cannot promise or
guarantee that hackers, cybercriminals, or other unauthorized third parties will not be able to
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defeat our security, and improperly collect, access, steal, or modify your information. Although
we will do our best to protect your personal information, transmission of personal information to
and from our Website is at your own risk. You should only access the Website within a secure
environment.

10. Do we collect information from minors?

We do not knowingly solicit data from or market to children under 18 years of age. By using the
Website, you represent that you are at least 18 or that you are the parent or guardian of such a
minor and consent to such minor dependent's use of the Website. If we learn that personal
information from users less than 18 years of age has been collected, we will deactivate the
account and take reasonable measures to promptly delete such data from our records. If you
become aware of any data we may have collected from children under age 18, please contact us
at https://goodshepherdcampus.org/contact-us/ .

11. What are your privacy rights?

In some regions, such as the European Economic Area, you have rights that allow you greater
access to and control over your personal information. You may review, change, or terminate your
account at any time.

In some regions (like the European Economic Area), you have certain rights under applicable data
protection laws. These may include the right (i) to request access and obtain a copy of your
personalinformation, (ii) to request rectification or erasure; (iii) to restrict the processing of your
personalinformation; and (iv) if applicable, to data portability. In certain circumstances, you may
also have the right to object to the processing of your personal information. To make such a
request, please use the contact details provided below. We will consider and act upon any
request in accordance with applicable data protection laws.

If we are relying on your consent to process your personal information, you have the right to
withdraw your consent at any time. Please note however, that this will not affect the lawfulness of
the processing before its withdrawal, nor will it affect the processing of your personal information
conducted in reliance on lawful processing grounds other than consent.

If you are a resident in the European Economic Area and you believe we are unlawfully processing
your personal information, you also have the right to complain to your local data protection
supervisory authority. You can find their contact details here:
https://www.edpb.europa.eu/about-edpb/about-edpb/members_en.

If you are a resident in Switzerland, the contact details for the data protection authorities are
available here: https://www.edoeb.admin.ch/edoeb/en/home.html.

Cookies and similar technologies: Most Web browsers are set to accept cookies by default. If you
prefer, you can usually choose to set your browser to remove cookies and to reject cookies. If you
choose to remove cookies or reject cookies, this could affect certain features or services of our
Website. To opt-out of interest-based advertising by advertisers on our Website visit
http://www.aboutads.info/choices/.

12. Controls for do-not-track features

Most web browsers and some mobile operating systems and mobile applications include a Do-
Not-Track ("DNT") feature or setting you can activate to signal your privacy preference not to have
data about your online browsing activities monitored and collected. At this stage, no uniform
technology standard for recognizing and implementing DNT signals has been finalized. As such,
we do not currently respond to DNT browser signals or any other mechanism that automatically
communicates your choice not to be tracked online. If a standard for online tracking is adopted
that we must follow in the future, we will inform you about that practice in a revised version of this
privacy notice.
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13. Do California residents have specific privacy rights?

Yes, if you are a resident of California, you are granted specific rights regarding access to your
personal information. California Civil Code Section 1798.83, also known as the "Shine The Light"
law, permits our users who are California residents to request and obtain from us, once a year
and free of charge, information about categories of personal information (if any) we disclosed to
third parties for direct marketing purposes and the names and addresses of all third parties with
which we shared personal information in the immediately preceding calendar year. If you are a
California resident and would like to make such a request, please submit your request in writing
to us using the contact information provided below.
If you are under 18 years of age, reside in California, and have a registered account with the
Website, you have the right to request removal of unwanted data that you publicly post on the
Website. To request removal of such data, please contact us using the contact information
provided below, and include the email address associated with your account and a statement
that you reside in California. We will make sure the data is not publicly displayed on the Website,
but please be aware that the data may not be completely or comprehensively removed from all
our systems (e.g. backups, etc.).
CCPA Privacy Notice
o The California Code of Regulations defines a "resident" as:
= everyindividual who is in the State of California for other than a temporary or
transitory purpose and
= everyindividual who is domiciled in the State of California who is outside the State
of California for a temporary or transitory purpose.
All other individuals are defined as "non-residents."
o Ifthis definition of "resident" applies to you, we must adhere to certain rights and
obligations regarding your personal information.

What categories of personal information do we collect?
We have collected the following categories of personal information in the past twelve (12)

months:
Category H Examples H Collected ‘
Contact details, such as real name, alias, postal address,
e telephone or mobile contact number, unique personal identifier,
Identifiers p . - quep . YES
online identifier, Internet Protocol address, email address and
account name.
Personal information
categories listed in the Name, contact information, education, employment, VES
California Customer employment history, and financial information

Records statute

classification
characteristics under Gender and date of birth YES
California or Federal

Protected

law
Commercial Transaction information, purchase history, financial details, and VES
information payment information

Biometric information Fingerprints and voiceprints NO




Internet or other
similar network Device location YES
activity
Audio, electronic,
visual, thermal, Image and audio, video or call recordings created in connection VES
olfactory, or similar with our business activities
information
Professional or Business contact details in order to provide you our services at a
employment-related || business level, job title as well as work history and professional YES
information qualifications if you apply for a job with us
Education Information ‘ Student records and directory information YES
Inferences drawn from||Inferences drawn from any of the collected personal information
other personal listed above to create a profile or summary about, for example, YES
information an individual’s preferences and characteristics.

We may also collect other personal information outside of these categories instances where you
interact with us in-person, online, or by phone or mail in the context of:

o Receiving help through our customer support channels

o Participation in customer surveys or contests

o Facilitation in the delivery of our Services and to respond to your inquiries

How do we use and share your personal information? The Good Shepherd Community collects
and shares your personal information through:

o Targeting cookies/Marketing cookies

o Social media cookies

o Beacons/Pixels/Tags

More information about our data collection and sharing practices can be found in this privacy
notice. You may contact us by email at https://goodshepherdcampus.org/contact-us/, by visiting
goodshepherdcampus.org, or by referring to the contact details at the bottom of this document.
If you are using an authorized agent to exercise your right to opt-out, we may deny a request if the
authorized agent does not submit proof that they have been validly authorized to act on your
behalf.

Will your information be shared with anyone else?

o We may disclose your personal information with our service providers pursuantto a
written contract between us and each service provider. Each service provider is a for-profit
entity that processes the information on our behalf.

o The current list of our service providers can be found below.

o We may use your personal information for our own business purposes, such as for
undertaking internal research for technological development and demonstration. This is
not considered to be "selling" of your personal data.

The Good Shepherd Community has disclosed the following categories of personal information
to third parties for a business or commercial purpose in the preceding twelve (12) months:

o Category A. Identifiers, such as contact details, like your real name, alias, postal address,
telephone or mobile contact number, unique personal identifier, online identifier, Internet
Protocol address, email address and account name.

o Category B. Personal information, as defined in the California Customer Records law,
such as your name, contact information, education, employment, employment history
and financial information.


https://goodshepherdcampus.org/contact-us/

o Category C. Characteristics of protected classifications under California or federal law,
such as gender or date of birth.

o Category D. Commercial information, such as transaction information, purchase history,
financial details, and payment information.

o Category F. Internet or other electronic network activity information, such as browsing
history, search history, online behavior, interest data, and interactions with our and other
websites, applications, systems, and advertisements.

Category G. Geolocation data, such as device location.

Category 1. Professional or employment-related information, such as business contact
details to provide you our services at a business level, job title, as well as work history and
professional qualifications, if you apply for a job with us.

o Category K. Inferences drawn from any of the personal information listed above to create a
profile or summary about, for example, an individual's preferences and characteristics.

e The categories of third parties to whom we disclosed personal information for a business or

commercial purpose can be found under "Who will your information be shared With?"
e Yourrights with respect to your personal data
o Righttorequest deletion of the data - Request to delete
= You can ask for the deletion of your personal information. If you ask us to delete

your personal information, we will respect your request and delete your personal
information, subject to certain exceptions provided by law, such as (but not limited
to) the exercise by another consumer of his or her right to free speech, our
compliance requirements resulting from a legal obligation or any processing that
may be required to protect against illegal activities.

o Rightto beinformed - Request to know

= Depending on the circumstances, you have a right to know:

= whether we collect and use your personal information

» the categories of personal information that we collect

= the purposes for which the collected personal information is used

= whether we sell your personal information to third parties

= the categories of personal information that we sold or disclosed for a business
purpose; the categories of third parties to whom the personal information was sold
or disclosed for a business purpose

= the business or commercial purpose for collecting or selling personal information

o Inaccordance with applicable law, we are not obligated to provide or delete consumer
information that is de-identified in response to a consumer request or to re-identify
individual data to verify a consumer request.

o Rightto Non-Discrimination for the Exercise of a Consumer's Privacy Rights
We will not discriminate against you if you exercise your privacy rights.
o Verification process

= Upon receiving your request, we will need to verify your identity to determine you
are the same person about whom we have the information in our system. These
verification efforts require us to ask you to provide information so that we can
match it with information you have previously provided us. For instance, depending
on the type of request you submit, we may ask you to provide certain information
so that we can match the information you provide with the information we already
have on file, or we may contact you through a communication method (e.g. phone
or email) that you have previously provided to us. We may also use other
verification methods as the circumstances dictate.



=  We will only use personal information provided in your request to verify your
identity or authority to make the request. To the extent possible, we will avoid
requesting additional information from you for the purposes of verification. If,
however, if we cannot verify your identity from the information already maintained
by us, we may request that you provide additional information for the purposes of
verifying your identity, and for security or fraud- prevention purposes. We will delete
such additionally provided information as soon as we finish verifying you.
e Other privacy rights
o You may object to the processing of your personal data
o You may request correction of your personal data if it is incorrect or no longer relevant, or
ask to restrict the processing of the data
o You can designate an authorized agent to make a request under the CCPA on your behalf.
We may deny a request from an authorized agent that does not submit proof that they
have been validly authorized to act on your behalf in accordance with the CCPA
o You may request to opt-out from future selling of your personal information to third
parties. Upon receiving a request to opt-out, we will act upon the request as soon as
feasibly possible, but no later than 15 days from the date of the request submission
o To exercise these rights, you can contact us by email at
https://goodshepherdcampus.org/contact-us/, by visiting goodshepherdcampus.org, or by
referring to the contact details at the bottom of this document. If you have a complaint
about how we handle your data, we would like to hear from you.

14. How can you contact us about this notice?

If you have questions or comments about this notice, you may email us at
https://goodshepherdcampus.org/contact-us/ or by post to:

Good Shepherd Campus, 1115 4th Avenue North Sauk Rapids, MN 56379 (320) 252-6525
Or

Shepherd of Grace Campus, 11175 27th Avenue SE Becker, MN 55308 (763) 262-8000

15. How can you review, update, or delete the data we collect from you?

Based on the applicable laws of your country, you may have the right to request access to the personal
information we collect from you, change that information, or delete it in some circumstances. To request
to review, update, or delete your personal information, please visit:
https://goodshepherdcampus.org/contact-us/ . We will respond to your request within 30 days.
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